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Abstract—We propose a new circuit level vulnerability and
reliability evaluation methodology and utilize it to develop a
lifetime aware floorplanning strategy. Our work is motivated

A. Related Work

1) Rdiability Evaluation Techniques. While there has been

by increasingly adverse aging failure mechanisms, which have significant work carried out to estimate reliability [1424],

made reliability a growing fundamental challenge in the design

of integrated circuits. Because the proposed methodology is
based on a divide and conquer approach, it enjoys the benefits

of transistor level accuracy and of block level efficiency. At
the core of the lifetime estimation engine lies a Monte Carlo
algorithm which works with failure times modeled as Weibull and
lognormal distributions for several aging mechanisms including
time dependent dielectric breakdown, negative bias tempera-
ture instability, electromigration, thermal cycling, and stress
migration. To demonstrate the value of the proposed reliability
evaluation methodology and floorplanning strategy, we apply
them to a Network-on-Chip router design example. The new
floorplanning approach is able to find floorplans with up to 15%
difference in the lifetime of the router design. In addition, the
proposed reliability evaluation methodology identifies the routing
computation and virtual channel allocation units as the most
vulnerable subblocks of the design. Such information can be very
useful to designers to predict circuit and system mean time to
failure and to focus on cost effective design techniques targate
at specific parts of the design to improve its lifetime.

Index Terms—Reliability estimation, Vulnerability analysis,
Aging mechanisms, Floorplanning, Network-on-Chip router.

I. INTRODUCTION

R

we discuss next two approaches that are related to our work.
An extensive review of previous reliability simulation tso
can be found in [25].

The RAMP approach [15] models the mean time to failure
(MTTF) of a processor microarchitecture as a function of
temperature related failure rates of individual structuom
chip. It divides the processor into several discrete stnest
(e.g., ALU, register files, etc) and applies analytical nisde
each structure. Then, it combines the structure level MTTFs
to compute the overall MTTF of the entire processor assumed
as a series failure system. Because the lifetime distdbati
of failure mechanisms are assumed to be exponential [16],
the reliability is calculated by applying the sum-of-faiu
rates (SOFR) model. This approach is not realistic because
failure rates of units increase with time due to aging. To
address this limitation of the SOFR model, RAMP 2.0 [17],
[26] uses lognormal distributions, which are harder to deal
with analytically. One of the main limitations of the RAMP
approach as an architecture level approach is its accuracy.
In addition, it may estimate equal MTTFs for blocks of
different sizes but with activity factors that cancel ow tirea
proportionality factor.

ELIABILITY has become a growing fundamental chal- - another more recent class of simulation based reliability
lenge in the design of integrated circuits due to insyaluation approaches are based on Spice simulationsréail

creasingly adverse aging failure mechanisms that can caypgg based Spice (FaRBS) [27] and Maryland circuit religbil
performance degradation and eventual device and systgfiented (MaCRO) [29], [30] are circuit level reliabilityirs-
failure [1]. To maintain downscaling benefits, increasinglyjation methods. Both of these methods utilize degradation
complex integrated circuits must be designed with built-igyogels for TDDB, NBTI, and hot carrier degradation (HCD).
resilience techniques [2]-[4]. To achieve that, one of t@™M They are based on a series of accelerated lifetime models

difficulties is to evaluate reliability. Evaluation of rability is
a challenging task because reliability is affected by namer

and failure equivalent circuit models for these wearout lmec
anisms [25], [32]. They employ Spice to calculate electrica

factors including aging or wearout mechanisms [5] (e.Ghgrameters of fresh and degraded devices and to predict thei
time-dependent dielectric breakdown (TDDB) [6], negativBegradation or failure from these parameters [27]. The main
bias temperature instability (NBTI) [7]-{9], electromadion 5qyantage of this class of simulation methods is the device
(EM) [10], [11], thermal cycling (TC), and stress migrationeye| granularity that enables reliability analysis ansistor
(SM) [12]), process variations, dynamic power and thermgye| to identify the most vulnerable transistors. There ar
management, workload conditions, and system architectygine issues related to the Spice based reliability sinamlati
and configuration. These approaches do not consider the layout of the system and
simulations are done under worst case temperature scenario
which is not realistic. Besides, Spice circuit simulatidead

to take long time especially when done for large circuits. In
addition, both methods (FaRBS and MaCRO) are developed
under the assumption that failure rate is constant. As désall
above this assumption is inaccurate.

H. Sajjadi-Kia is with the Department of Electrical and CongsuEngi-
neering, North Dakota State University, Fargo, ND 58102.
E-mail: hamed.sajjadikia@ndsu.edu.

C. Ababei is with the Department of Electrical Engineerinigyit& University
of New York at Buffalo, Buffalo, NY 14260. E-mail: cababei@falo.edu.

Copyright ©2012 IEEE



IEEE TRANS. ON DEVICE AND MATERIALS RELIABILITY, THIS IS THE AUTHORS ®PY. THE DEFINITIVE VERSION CAN BE FOUND AT |IEEE 2

2) Floorplanning: Floorplanning is an important step dur-and therefore Monte Carlo simulations must be employed
ing the design of integrated circuits. Because the reldtive [16], [26], [43]. In this paper, we adopt Weibull distriboti
cations of different subblocks is decided during floorplagn modeling for TDDB, NBTI, TC, and SM and lognormal
the overall temperature profile of the chip is directly aféet distribution modeling for EM because these distributioaseh
by the quality of the floorplanning step. As such, there hden found to best fit the corresponding wearout mechanisms
been significant work done on the problem of thermal awaf&2].
floorplanning [33]-[39]. Even though reliability is dirégtre-
lated to temperature, it has been significantly less ingatttd. B. Time Dependent Dielectric Breakdown (TDDB)

Nevertheless, a reliability aware voltage island pamitig  Time dependent dielectric breakdown is caused by forma-
and floorplanning algorithm for SoC is reported in [40]. Thgon of a conducting path through the gate oxide to substrate
algorithm considers the sensitivity of the SoC to soft &T0gye to electron tunneling current. TDDB has become increas-
and does not address aging mechanisms. The authors of [ghl}y severe as the thickness of the gate oxide decreased due
define reliability in terms of supply voltage noise margirdan, continuous technology downscaling. Under the samesstres
propose a floorplanning algorithm that distributes themtt®@r congitions, devices can feature directly hard breakdown or
profile evenly and reduces the power supply noise. The effe@yeral soft breakdown events before the final hard brealkdow
of temperature on the probability of errors in SRAM memorieg1]. \while in this paper we utilize a recently proposed
is discussed in [42], where a leakage aware floorplannerpjg,ge| [32], the proposed reliability evaluation methodpylo
introduced. Currently, there is no aging failure mechasisny flexible and can be changed by replacing equation 1 with

aware floorplanning method reported in the literature. different models as they are discovered.
o 1) TDDB Lifetime Model: The model forMTTFrppg is
B. Contribution described by the following expression [32]:
To address the limitations of previous reliability evaloat 1 . ) o
methods, we propose a new circuit level reliability evatrat MTTFrppp (Z)E(F)Evg‘ﬁbTe(TJ’W) 1)

methodology. To this end, our main contribution is as fodow

(1) We propose and implement a new divide and conquer bay%faereA s the transistor's gate ox'd? aregis the _\Nelbgll
reliability evaluation methodology. Its core engine enyglo slope parameter/” IS cumulative failure percentile] is
a Monte Carlo algorithm, which works with failure timeslémperature, andi,, is gate source voltage of the MO.SFET'
modeled realistically as Weibull and lognormal distribut Model f|tt|qg parameters, b, . d, 3, and I are detgrmmed
for five different aging failure mechanisms: TDDB, NBTI,from experimental data. In this paper, we utilize typicallres
EM, TC, and SM. Hence, our results are more accuraph these parameters [332/]3 =12, F = 0'01(72’ a = —T8,
and realistic compared to previous works that are based fr 0-081, ¢ = 8.81 x 107, andd = —7.75 x 10°.

the assumption that lifetime distributions are exponén{® -~ Negative Bias Temperature Instability (NBTI)

We utilize the proposed reliability evaluation methodglog . _ . o _
to develop a new lifetime aware floorplanning strategy that Negative bias temperature instability mainly affects PEET

is capable of identifying the most reliable floorplan for &/hen they are stressed at large negative gate voltages and

given design. We consider this an essential step towarddig temperatures. NBTI manifests as a gradual increase in
design approach where reliability is also a primary objecti the threshold voltage and consequent decrease in draienturr

To demonstrate the usefulness of the proposed algorithfi@d transconductance. The degradation exhibits logadthm
we apply them to an Network-on-Chip router as a desi pendence on time. This effect has become more severe with

example. We analyze its reliability, identify its most vetable ‘€chnology downscaling, with the increase of the electalfi
subblocks, and generate the most reliable floorplan for it. 2PPlied to the gate oxide, and with the decrease of operating
voltages.

1) NBTI Lifetime Model: The model forMTTFypry IS
described by the following expression [28], [29]:

Il. LIFETIME FAILURE MODELS
A. Importance of Lifetime Distribution of Failure Mechanisms

Many proposed lifetime reliability models assume a uniform -1 1 1 L
device density on the chip and an identical vulnerability of MTTFNprr o< Vgs " [ (—E1y + (—E2 77
devices to failure mechanisms [14]. The lifetime distribns ) 1+ 2607w 1+2e07%F )
of failure mechanisms are usually assumed to be exponenY)érek is Boltzmann's constant, anfl;, E, are material and
[15], [16], [18], [26], [43]. As discussed in the previousox'de electric field dependent parameters. In_addltlﬁms a
section, this allows system-level reliability to be caittet voItagg depen.den_t parameter and therefore _|t depends on the
by applying the sum-of-failure-rates (SOFR) model. HowgvePPeration of circuit. Values of, and E; are given by:
this approach is not realistic because failure rates ofsunit
increase with time due to aging. To address this issue and to
develop an accurate reliability model, more general lifiti
distributions (e.g., Weibull and lognormal) must be uéliz
On the other hand, when Weibull or lognormal distributionghere £;, and £, are the trap energy level at the oxide/Si
are utilized the prediction of reliability becomes mordidiflt interface and the trap energy in the oxide, respectiv@ly.is

by =FE;—LE;+ Erp (3

Ey=E¢, — Ep +vE, 4)
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Fermi energy;y is a constantF,, is the applied electric field Partition design into subblocks
across the gate and can be computed as follows [32]: 7
Vgs - 0.2V Thermal and Spice simulations
By o 22— (5)
oy v/
Monte Carlo algorithm Monte Carlo algorithm
D. E|ectromigrati0n (EM) TDDB, NBTI models EM, TC, SM models
Electromigration is generally considered to be the resiult o + +
. . Subblocks' Subblocks'
momentum transfer from the electrons, which move in the vulnerabilities, MTTF MTTF
applied electric field, to the ions which make up the latti€e o + +

the interconnect material. As a result, ions get disloc&imu
their original positions and migrate along the intercorinec
Over time this phenomenon knocks a significant number of
atoms far from their original positions. Failure resultther Fig. 1.  Top level block diagram of the proposed reliabilityakation
from voids growing over the entire line width that causé' ethodology.
breaking of the line or extrusions or hillocks that causerishq: Sress Migration (SM)
circuits to neighboring lines. ' . _ _
1) EM Lifetime Model: EM has an exponential dependence Mechanical stress because of different thermal expansion
on temperature. The model fdf TT Fg), is based on Black's fates of different materials in devices and circuits cardlea
equation [5], [12] and is described by the expression beloff. Sréss migration. This mechanical stress is proportitna
This model is widely adopted and studied for a long time [13{h€ change in the temperature which is measured with respect
Its limitations depend on the probability distributionsittone 10 the stress free temperature of the metal. In general, SM
assumes for this failure mechanism; it is widely accepted tHS @ Phenomenon where the metal atoms in the interconnects

Time to failure (design's MTTF)

a lognormal distribution is more realistic [12]. migrate. It_ca_n lead to open circuit, or increased re_sisianc
1) SM Lifetime Model: The model forMTT Fgy; is de-
MTTFpar o (J — Juorit) ™" o 3B (6) scribed by the following expression [15]:
whereJ is the current density in the wird,,.;; is the critical MTTFsy o [Ty — T|*neE7;STM (8)

current density required for electromigratioh,g), is the . . .

activation energy for electromigration, is the Boltzmann's Where T is the operating temperaturé) is the stress free
constant, and’ is the absolute temperature in Kelvin.and t€mperaturep and E,s), are material dependent constants.
E.pa are constants. We use 1.1 forand 0.9 for E,p,, Ve utilize a value of2 for n, 0.9 for Eqsns, and 500K for

as modeled in RAMP. Notice thaf is usually 2 orders Zo @s advised in [12], [15]. _ _

of magnitude higher thaw,,; in interconnects; hence, we Finally, we would like to emphasize that while the models

approximate] — J.,..; ~ J [12], [15]. described by equations 1 through 8 may have limitations and
that enhanced models are proposed continuously by the re-
E. Thermal Cycling (TC) search community, the proposed reliability evaluationhodt

Dearadation due to each temperature cvele accumulatesOIogy is flexible in that once improved models are discovered
g P y can plug these new models in our framework for re-

F|me and can pqtennally lead to permgngnt damage. ThetEffS\C/aluation and to achieve an updated picture of reliability
is mostly seen in the package and die interface. The package
is affected with two types of thermal cycles: (1) Large thairm 1. PROPOSEDRELIABILITY EVALUATION

cycles that occur a few times a day like powering up and down METHODOLOGY

or going into stand-by mode. (2) Small cycles that occur a few : .

times a second. These are due to changes in workload behavi -I;hbe.l.thOCk Idlatgram Wt';h Jhle flow ciart Of. thE. p;opo;led
and context switching. The effect of small thermal cycles plabiity eva g?‘ lon med 0 309y 'f] S OW”F'.” 2IgT.h w Il'e ¢
high frequencies has not been well studied by the packagi i corresponding pseudocode Is shown in F1g.2. 1he salien
community, and valid models are not available. Hence, we ture; of our me.thodology are as fqllows. First, in ora_im t
not consider models for the reliability impact of small timexl egl with complexity cri]ueT;o Cr']rcu't sr:ze \fN(tahadotpt atl d'V'dfe
cycles, which is a limitation of the model that we adopt belovi"d conquer approach. The hierarchy ot the structure ot a

1) TC Lifetime Model: The model for MTTFye is de- deS|gn_ is partitioned tcgoqm-ln to lower levels Where th_e
; . : : analysis is tractable within reasonable computationaketim
scribed by the following expression [15]:

Second, similar to MaCRO method [29], [30], we employ

MTTFre  ( 1 q @) subblock level Spice simulations to derive transistor apieg
T — Taumbient parameters. However, we conduct Spice simulations astiali
where T is the average temperature of the structure, af@mperatures (different subblocks have different tentpesa)
Tampient iS the ambient temperature. Notice thél — rather than at a single worst-case temperature for theeentir

Tumpien:) Models the thermal cycleg is Coffin-Manson SyStém as it is done pessimistically in [29], [30]. Third, we
exponent, and for the package it is equabtss [15]. model failure times using Weibull and lognormal distrilouts
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Algorithm : Reliability Evaluation . Input ,
1: In: VHDL/Verilog description of design hierarchy. Device and : . . R Device and technology |+
technology parameters ' | VHDL/Verilog design description parameters !
2: Out: Subblocks’ vulnerabilities and times to failure, design’stime | —T—TT """ i
to failure i
3: Start [ttt 'p
4: Synthesize design to generate its layout and floorplan : Florplan, subblock size and +————»| HotSpot
5: Retrieve dimensions and location of each subblock E Locations, power consumption |
6: Estimate power consumption of each subbldgk ' ! # T
7: Estimate operating temperature of each subblbck ! Spice netlists | ! Spice
8: Generate Spice netlist for each subblock ' Cadence : simulations
9: Simulate each subblock at estimat€d to derive operating = ~"""TTTTTTTTTTRTETEmEemEees +
parameterd/y pTTTmmTY e Madale T
10: Call Monte_Carlo_1() // TDDB, NBTI ; Lifetime Models . Device
11: Call Monte_Carlo_2() // EM, TC, SM ! TDDB| |NBTI 74— operating
12: tf = MIN_MAX{tf;} Il design’s time to failure : ! parameters
13: End # MTTF, (equations 1-2)
Monte Carlo (MC)

Fig. 2. Pseudocode description of the proposed reliabiisaluation

mathadology. reliability evaluation Time to failure (design's MTTF)

(uses threshold) Subblock vulnerabilities

that have been found to better fit experimental data [1%]ig. 3. Flow chart of the proposed reliability evaluation hwetology for
Fourth, the block level reliability (as MTTF) is estimatedrbbB and NBTI failure mechanisms.

via Monte Carlo simulations, which capture the combined

effects of all the aging mechanisms considered. This peoces Sep 1: We start from a given hierarchical description of
is implemented such that the design hierarchyosmed-out the design under consideration. This description can bayn a
back to upper levels. Finally, as it will be discussed in thieardware description language such as VHDL or Verilog. In
next section the proposed method has the ability to identifgdition, transistor and technology parameters are asbtmne
the most vulnerable subblocks from a reliability point ofwi  be given based on the technology node in which the design is

The output of the proposed reliability evaluation methedoto be fabricated.
ogy consists of the actual estimate of the time to fafluse Sep 2: The design is synthesized, placed, and routed using
MTTF of the design (line number 12 in Fig.2) and vulnerabilCadence tools [44], but any other CAD tool can be utilized.
ities of each individual subblock as percentage of traomist The resulting layout represents the block level floorplamiciv
with average failure time shorter than the selected thidshds divided into individual structures or subblocks basedhmn
(discussed in the next subsection). MTTF is estimated usiirgtial structural description of the design. In this wayew
aMIN_MAX type of analysis similar to [16] in order to basically obtain for each subblock its layout, locationd an
be able to handle redundant subblocks that may be introduegghect ratio. In addition, power consumption estimatesiae
for improving reliability via, for example, redundancy leds generated using Cadence tools.
fault tolerance techniques. Sep 3: The floorplan and power estimates are then fed

Because of the hierarchical approach and of the Spice leugto HotSpot [45]. HotSpot is an accurate and fast thermal
simulations, the proposed reliability evaluation metHodg model based on an equivalent circuit of thermal resistaaods
enjoys the benefits of both RAMP like and Spice simulatiogapacitances that correspond to microarchitecture bldtkes
based reliability evaluation approaches discussed in tsé fioutput of the HotSpot simulation is a list with temperatuoés
section. In the next subsections, we describe the two Mordgch subblock. Our approach addresses one of the limisation
Carlo (MC) algorithms from Fig.2. In the case of TDDB an&f MaCRO like methods [29], [30]. As mentioned earlier,
NBTI failure mechanisms, the first MC algorithm works ainstead of doing worst-case temperature simulations we wor
the device level where operating temperatures and vol@ges with the actual operating temperature for each subblock. In
utilized. The remaining failure mechanisms, EM, TC, and SMyddition, we utilize Weibull and lognormal rather than expo
are modeled at the subblock level in the second MC algorithfential distributions. Therefore, reliability of each bidrk
where only operating temperatures are utilized. can be evaluated more accurately.

Sep 4. These temperatures are utilized together with cir-
cuit netlists generated from within Cadence tools to penfor
subblock level Spice simulations. These simulations gl®vi

The block diagram that illustrates the main steps of the with the transistor operating parameters necessary to be
proposed reliability evaluation methodology to addres©BD plugged into the equations modeling the wearout mechanisms
and NBTI failure mechanisms is shown in Fig.3. Additionalescribed in Section Il. It is important to note that the leve
details are provided by the pseudocode description from#Figof design hierarchy at which this is done directly impaces th
Following the flow chart from Fig.3, the main steps of thgomputational runtime, which increases with subblocksir
proposed reliability evaluation methodology are as folow sijze.

P . _ _ o _ Sep 5: At this stage we have everything that is needed by
In this paper, we utilize mean time to failure (MTTF), lifetimend time he lifeti fail dels d ibed b . 1 andr2
to failure interchangeably. All of these bear the meaningmein of the the lifetime failure models described by equations 1 andr2 (o

probability distribution assumed to model tfaélure time random variable. ~ equations 6, 7, and 8 utilized by the algorithm described in

A. Reliability Evaluation: TDDB and NBTI Failure Mecha-
nisms
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Algorithm : Monte_Carlo_1()

1: In: Subblock level temperatures and device level operating|volt- | : :
ages P P 9 ! | VHDL/Verilog design description Dev1c;;r;(3nft(;l;£ology !
2: Out: Subblocks’ vulnerabilities and times to failure dueto TODB | T T T .
and NBTI }
3: Estimate times to failur¢f; and percentage of vulnerable tran- ~ w==-====="===-"7--"==-"""-""";
sistors: ! Florplan, subblock size and 1P
4: for i« 1to S do// S: number of subblocks ' | Locations, power consumption | ;—/—————m HotSpot
5 for | < 1to F do// F: number of failure types : :
6: CalculateMT'TF; using equations 1,2 from Section | Cadence .l r
7: for j«— 1to N do// N =107 Monte Carlo iterationS ... cecceccocmecmccmacaeena-
8: tf? . — INF [/ Initialize : Lifetime Models ;
9: Counter; < 0 // Initialize : -]
10: for k— 1to D do// D: number of devices ‘ EM ‘ ‘ TC ‘ ‘ SM ‘ ;
11 tfr — generate_sample(MTTF}) M e e e m———————— i
12: if tfe <tf),, then MTTF | (equations 6-8)
ii endt if;nin =tfx Monte Carlo (MC) Time to failure (design's MTTF)
15: it tfy < threshold then reliability evaluation Subblock vulnerabilities
16: Counter; = Counter; + 1
17: end if Fig. 5. Flow chart of the proposed reliability evaluation hetology for
18: end for EM, TC, and SM failure mechanisms.
19: Frac_below_threshold; = 100 - Oougtem
20: end for : -
o1 tf = SNt in Algorithm : Monte_Carlo_2()
: I SN Prac_below.threshold, 1: In: Subblock level temperatures
22: Frac_below_threshold = =< — ! 2: Out: Subblocks’ times to failure due to EM, TC, and SM
23: end for 3: Estimate times to failuref;:

24: tfi = MIN{tfi} 4: for ¢« 1toS do// S: number of subblocks
25: end for 5 for | < 1to F do// F: number of failure types
6 Calculate M TTF; using equations 6,7,8 from Sectior]
Fig. 4. Pseudocode of the device level Monte Carlo algorithm/ 7: tfin < INF Il Initialize
a:
9

[2)

Monte_Carlo_1() from Fig.3. for j«—1to N do// N =10" Monte Carlo iteration
tfr — generate_sample(MTTFy)

. 10: it tf, <if?. th
the next subsection). At the core of the proposed methogtolog, ;. ! tj;ff i";fk o
we employ a Monte Carlo simulation algorithm (see Fig.4)12: endif
implemented and run in Matlab [46]. Our technique is ingpire |13: end for

from the RAMP method [15], [17], [26] but executed at the|*4 ~ &nd for
e . 15:  tf; = MIN{tf;}
subblock level where the elementary unit is the device Ofg. end for
transistor. 17: End
The MC algorithm proceeds with the following main steps
(1) For each failure mechanism ruN = 107 simulations: Fig. 6. Pseudocode of the subblock level Monte Carlo algorit
. L * Monte_Carlo_2() from Fig.5.
(a) for each transistor, generate failure tirsmmples from

the corresponding distribution and (b) use MIN analysis cr)fefc,oults section. This computational runtime is mainly doe t

these times by assuming the subblock as a series systen) . ) . ) .
" . j . C the” Spice simulations and does not include the time spent on
calculate the time to failuref; . —of simulationj =1,..., V. S : o .
min coding in Verilog the structural description of the design o
She synthesis step with Cadence tools.

(2) Calculate the overall subblock time to failure for th
current failure mechanism asf; = (Zj,\',lt 2 )/ N. (3)
Calculate the value of the overall subblock’s time to faglur

as the minimum among the failure times due to each failuBz Reliability Evaluation: EM, SM, and TC Failure Mecha-

mechanism. nisms

In our experiments, we found that in order to better dif- . . .
. The block diagram that illustrates the main steps of the
ferentiate between subblocks one only needs to focus gn L .
oposed reliability evaluation methodology to address, EM

: X X r
B Ve atbio0k M, and TC fure mechansms is shown n Fg and
P similar to that in Fig.3. The main difference is that here the

whose lifetimesamples are smaller than this threshold, ASMonte Carlo analysis is done at the subblock level as in the

an indicator of how vulnerable a subblock is, we calculag ﬂhAMP approach [16]. Therefore, only the HotSpot thermal
percentage of transistors Who?e !lfet|me Sample IS Smelzay simulator is utilized to estimate the operating tempertir
the selected threshold. This is illustrated in the pseudeco

o . A each subblock. Details of the MC simulation, which bears
descrlptlon of the algqnthm presgntgq n F'g.'A." The thodsh similarities that from Fig.4, are provided by the pseudeacod
value is selected during the reliability qualification pees

as a function of the desired expected lifetime. An exam Pescription from Fig.6. Because in this case we work at
) . . . . P ) i P&ibblock level and do not perform Spice simulations, the
is provided in the simulation results section. Computation

runtime of the methodology described in Fig.3 is in the ordé:Pmp'”ltatlonaI runtime of the methodology described in-ig.

. . ) ) 1S in the order of minutes for the design example studied late
of hours for the design example studied later in the simutati in the simulation results section.
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C. Discussion during the annealing process. In this way, during each run,

The information acquired from the proposed reliabilit&he floorplanning algorithm arrives to a different final flplam
evaluation methodology described in Fig.2 can be useful ¥§10se quality thus depends on the initial seed and the sellect
circuit and system designers to develop fault tolerant buso Weight a. During this step, the best- according to the
circuits and systems. Armed with information about whdfaditional cost function- say M = 5 floorplans are recorded
are the reliability critical subblocks and transistorssigaers for processing in the next step. Each of these recortied
can concentrate their design efforts [47], [48] with wearodloorplans ha_ve alre_ad)_/ satisfactory wirelength and area.
mechanism specific techniques only on those, thereby savingieP 3: Estimate lifetime of each of the best floorplans
area and power. In the next sections we provide two exampl&§orded in the previous step using the proposed relibilit
of scenarios where the proposed reliability evaluationhoet evaluation methodology from Section Ill. Record and finally

ology is utilized to search for lifetime aware floorplans aad rétumn the floorplan with the longest lifetime. N
investigate NoC routers. Given that the B*Tree floorplanner is very efficient and

by keepingM reasonable small, the proposed lifetime aware
IV. LIFETIME AWARE FLOORPLANNING floorplanning strategy is an effective approach to genesate
As an example on how the proposed reliability evaluatiditoorplan solution that is a good tradeoff between wirelangt
methodology can be utilized, we propose a lifetime awamfea, and reliability. The proposed floorplanning strategy
floorplanning strategy. The objective of the proposed floowtilized in the simulation results presented in the nextisac
planning strategy is to seek a floorplan that offers the Ishgd-inally, we note that one may want for the floorplanning
lifetime for the design it represents, aside from optingzinprocess to be done such that certain constraints includied fi
traditional objectives such as total wirelength or areacaBse location or relative position among subblocks are satisfied
the lifetime estimation procedure (described by the atgori such cases, one only needs to replace in the proposed gtrateg
from Fig.2) has a computational runtime that makes it inthe floorplanning algorithm with another that is capable of
practical to be included within the inner loop of the simatht handling such constraints.
annealing (SA) optimization engine (which may have hunsired

or thousands of iterations), we adopt a heuristic approach V. SIMULATION RESULTS

described in the pseudocode from Fig.7. In this section, we demonstrate the use of the proposed
reliability evaluation methodology and the lifetime aware
Algorithm : Lifetime aware floorplanning floorplanning strategy on a Network-on-Chip (NoC) router
1. In: VHDL/Verilog description of design hierarchy as a design example. We select the router as our target
g gtL;tr.tFloorplan with longest lifetime and best wirelength and prea design because it is the key component of an NoC, which
4: Synthesize design to generate its layout // Cadence tools has become thg dominant ?Ommun'cat'on par?‘d'gm_ in today’s
5: Set N, number of the floorplans to be generated, &\j+= 100 SoCs to cope with the ever increasing complexity of integgtat
gi fSetM, nlllTb?\; 0; best floorplans, e.gyf =5 circuits. In addition, the reliability of NoCs has been sasH
c1or 1 «— (0] [0} H s .

8  Set different seed for random number generator §|gn|f|cantly less compared Fo that of cores. Thus, our alec
9:  Run traditional floorplanner to obtain a new floorplan is to analyze the microarchitecture of a typical NoC router t
10:  Keep bestM floorplans according to cost function identify its most vulnerable components and to generate its
11: end for most reliable floorplan. While our discussion focuses on an

12: for ¢« 1to M do

13: Run lifetime estimation algorithm from Fig.2

14: Record the floorplan with longest lifetime so far

15: end for A. Router Architecture

isf Eﬁgum floorplan with longest lifetime We focus our attention on the popular pipelined router

architecture [50] whose block diagram is shown in Fig.8.

Fig. 7. Pseudocode of the proposed lifetime aware floorptansirategy. ~ The main components of this architecture include: routing
The idea is to utilize an existing floorplanning algorithndancomputation (RC), virtual channel allocation (VA), switch

run it multiple times starting from different initial cortiins allocation (SA), crossbar switch, input ports, and outprt$

and then retain for lifetime evaluation only a smaller numbdVe first code the router’'s structural description in Verilog

of final floorplans. The following steps describe the proposeéspecifics of this description includés input and5 output

lifetime aware floorplanning strategy: ports, 2 virtual channels per port4 sets of registers for
Sep 1: Start from a given HDL description of the targeteach virtual channel of each port, aid bites wide links.

design and utilize Cadence tools (though any other availalhe Verilog description is utilized as input to the proposed

tool can be utilized) to generate an initial layout. reliability evaluation methodology described in Fig.2 asllw
Sep 2: Run traditional floorplanner a large number of timesas the proposed lifetime aware floorplanning strategy from

say N = 100. We utilize an existing simulated annealind-ig.7.

floorplanning algorithm, which works with a B*Tree repre-

sentation of the design and with a traditional cost functio®- Technology Node and Set-up Parameters

a - WireLength + (1 — «) - Area [49]. Initial conditions We utilize Nangate 45nm Open Cell Library [51] within

are set by resetting with a different seed the internal randdCadence tools to synthesize and generate the layout of the

number generator utilized to generate random subblock swaputer. In addition, Cadence tools generate Spice netistsa

NoC router, the entire analysis is applicable to any othechol
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Routing computation (RC) .
Credit in
VC allocator (VA)
Switch allocator (SA) RC
From To Input-port5 Input-port3
upstream HVCTH downstream VA Input-port2
nodeﬁi Neb) N L 7*node
0 ' ! 0
HVCn H -
Input buffer >< Output buffer Output-portd
- ; ; : : Input-port4 Output—port2
VCTH Crossbar
1 HVC2H |, L1 sy Output-port5,
4 ' R ! 4
lvenH Crossbar switch
Input buffer Output buffer
Output-port3|Output-port1|SA Input-portl

Fig. 8. NoC router architecture. . o
9 Fig. 9. The best floorplan of the NoC router found by the lifegi aware

) ) floorplanning strategy described in Fig.7.
list of power consumptions for each subblock of the routee T

traditional floorplanner utilized in the floorplanning stgy Once theM = 5 best floorplans are found out, we then
from Fig.7 is set to be run faN = 100 times andM = 5 best  gyajuate each of them to estimate their time to failure. To
floorplans are recorded. The power consumption values af¢l that, we utilize the reliability evaluation methodology
the floorplans are utilized by HotSpot to estimate tempeeatu gescribed in Fig.2. The Monte Carlo algorithms on lines 10
of the all subblocks. As mentioned earlier we partition thgng 11 of Fig.2 and detailed in Fig.4 and Fig.6 estimate the
router into the following subblocks: RC, VA, SA, crossbafmean times to failure of all subblocks for each of the five best
and input and output ports. Spice simulations of all subblogoorplans. These MTTFs are reported in Fig.10. We observe
netlists are done at-temperature (as found by HotSpot) st while the MTTF of each block exhibits a sizable variatio
estimate device operating parameters that are utilizeidensamong all five floorplans, the relative comparison of MTTFs
the algorithm from Fig.4. of different subblocks of a given floorplan stays relativide
The Monte Carlo algorithms introduced in Section llkgme.
require the generation of lifetime samples (i.e., MTTFs)de-  oyerall MTTFs of all five floorplans are plotted in Fig.10.f.
vices (Fig.4) or subblocks (Fig.6) from corresponding Wb Note that the first floorplan has the longest lifetime and
or lognormal distributions as modeled in Section Il. To datth therefore it is identified as the most reliable floorplan for
we utilize Matlab built-in functions. Because in the casé¢h&f e studied NoC router. Fig.11 shows with how much the
Weibull distribution, we utilize a value for the shape paeden fjrst floorplan is better from an expected lifetime perspecti
f = 1.2 [20] and have available the mean valMT'T'F" as  compared to the other four floorplans. This figure demorestrat
computed by the equations from Section Il, we need first {ge value of the proposed lifetime aware floorplanning stpt
compute the scale parameteusing the equation below to bejn this example, the expected lifetime of the first floorplan
able to use Matlab built-in functions. is with 15% longer than the expected lifetime of the fifth

MTTF floorplan.

o= ©)
2nd Floorplan 3rd Floorplan 4th Floorplan 5th Floorplan

1+ 3)

whereT'(-) is the Gamma function and MTTF is the mean
time to failure of the device/subblock computed by equation
1, 2,7, and 8.
Because the router architecture has no redundancy (no fault

tolerance techniques built-in) the overall lifetime isimstted

like for a series system. In other words, thiéIN_MAX
analysis from line number 12 of the algorithm from Fig.2
needs only to take the minimum among all subblocks’ MTTFs.

=)

w

Difference between MTTF of 1st floorplan
and MTTF of the other floorplans (%)

C. Results

=)

1) Lifetime Aware Floorplanning and Reliability Evalua-
tion: Once the layout of the router is generated with theig. 11. lllustration of the amount of the improvement in the entpd
Cadence tools we run the lifetime aware floorplanning algtfetime of the first floorplan compared to the othefloorplans.
rithm described in Fig.7. The best = 5 floorplans (the one  2) Vulnerability Analysis: Note that the reliability evalua-
which turns out with the best MTTF is shown in Fig.9) aréion methodology described in Fig.3 provides us with subklo
recorded for further reliability evaluation, which recqgsralso vulnerabilities (computed as percentages of transistats w
thermal simulation with HotSpot. As we plan to make publicljifetime shorter than the selected threshold) to TDDB and
available the proposed algorithms, the whole methodolsgyNBTI failure mechanisms. This information basically helps
automated and can be run with a simple Perl script. us identify the most vulnerable subblocks in each floorplan.
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Fig. 10. Mean time to failure of individual subblocks for a) DB, b) NBTI, c) EM, d) TC, and e) SM cases. Each of the five bargach cluster
corresponds to each of the five best floorplans. f) Overall MBT each of the five best floorplans.

Although such information is not utilized by the lifetimease thermal cycling (TC).
floorplanning algorithm, it can prove very useful to system The second method of vulnerability analysis operates at
designers who want to develop effective (targeted) resie gevice level and only considers TDDB and NBTI failure
techniques. This is the subject of our discussion in thi@eC mechanisms. This method is described in detail in Fig.4. It
The proposed reliability evaluation methodology providequires first ahreshold value, which must be defined by the
two types of vulnerability analysis. The first method opesat system designer. This threshold reflects the time until when
at subblock level and takes into account all failure meddrasi the system designer expects/hopes that the system wilhteper
described in Section Il. It checks estimated MTTFs of aflorrectly without any failure. The main idea of the second
subblocks for different failure mechanisms and identiftes t vulnerability analysis is to identify and report the suliio
subblock with the smallest MTTF and its corresponding failu that has the highest percentage of transistors with MTT§ les
mechanism. For example, applying this method to the casetlbén the threshold value. In our example of the NoC router,
the first floorplan from Fig.9, the most vulnerable subblocke select the threshold value to be 8 years. The percentage of
is output port 5 and the corresponding failure mechanism igulnerable transistors to TDDB and NBTI failure mechanisms
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in each subblock is shown in Fig.12. We observe that RC and3]
VA subblocks contain the highest percentages of transistor
with lifetime shorter than the selected threshold desgite t
fact that their area is smaller compared to for example thgs]
area of input registers. This can be explained by the fadt tha
RC and VA components experience higher switching actwitie 5
compared to the other router components, which in turn leads
to higher temperatures. Note that this information coultl no
be obtained with RAMP like reliability evaluation approash

It is well known that typically, resilience techniques to
harden a system against different failure mechanisms nequi
some form of redundancy. Such redundancy consumes vald?!
able area and power resources, especially for designs with
tight area and power budgets. As such, it may not be practical
and desirable to develop systems with resilience techniquéS]
to all types of failure mechanisms. Both vulnerability anal
ysis methods discussed above provide system designers with
valuable information about the reliability critical subbks  [°]
and transistors. It can help them to concentrate their desig
efforts on the critical subblocks, thereby saving area awvdyp
resources. [10]

(6]

VI. CONCLUSION

We proposed and implemented a new circuit level dividén]
and conquer based reliability evaluation methodology,ctvhi
enjoys the benefits of transistor level accuracy and of block?]
level efficiency. At the core of the lifetime estimation emgi [13
lies a Monte Carlo algorithm which works with failure times
modeled as Weibull and lognormal distributions. Using thdl4]
proposed reliability evaluation methodology we developed
lifetime aware floorplanning strategy. We consider the profs)
posed strategy an important step towards reliability aeen
design in general with the potential of improvement viaLlG]
floorplanning. The new floorplanning approach was able t
find floorplans with up to15% difference in the lifetime
of a Network-on-Chip router design example. In addition[17]
we applied the proposed reliability evaluation methodglog
to the router design and identified the routing computations]
and virtual channel allocation units as the most vulnerable
subblocks. [19

In future work, we plan to apply the proposed reliability
evaluation methodology to other design examples and aitiliz
the information provided by this methodology to develop[
specific fault tolerance techniques targeted at specifits par
of the design to improve its lifetime by facilitating locadid
resilience to selected aging failure mechanisms.
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