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2

1

2



2

What is IoT?

Internet of Things (IoT): is the 
network of physical objects or 
“things”—devices, vehicles, 
buildings and other items 
embedded with electronics, 
software, sensors, and 
network connectivity—that 
enables these objects to 
collect and exchange data.

● M2M (Machine to Machine) 

● “Internet of Everything” (Cisco Systems)

● “World Size Web” (Bruce Schneier, “security guru”)

● “Skynet” (Terminator movie)

Various Names, One Concept
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Where is IoT?  Everywhere!
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Smart Appliances

Healthcare

Wearable Tech
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7[Beecham Research] 

● As of 2013, 9.1 billion IoT units
● Expected to grow to 28.1 billion IoT devices by 2020
● Revenue growth from $1.9 trillion in 2013 to $7.1 trillion in 2020

The IoT Market
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Source: https://www.forbes.com/sites/sap/2021/11/08/meet-tinyml-the-latest-machine-learning-tech-having-an-outsize-
business-impact/ 

● Scalability
● Technological Standardization
● Inter operability
● Discovery
● Software complexity
● Data volumes and interpretation
● Power Supply
● Interaction and short-range communication
● Wireless communication
● Fault tolerance

Technological Challenges of IoT 
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https://www.forbes.com/sites/sap/2021/11/08/meet-tinyml-the-latest-machine-learning-tech-having-an-outsize-business-impact/
https://www.forbes.com/sites/sap/2021/11/08/meet-tinyml-the-latest-machine-learning-tech-having-an-outsize-business-impact/
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● It is just another computer, right? 

○ All of the same issues we have with access control, vulnerability 
management, patching, monitoring, etc.  

○ Imagine your network with 1,000,000 more devices
○ Any compromised device is a foothold on the network
○ Are highly portable devices captured during vulnerability 

scans? 
○ Where is your network perimeter? 
○ Are consumer devices being used in areas – like health care –

where reliability is critical?

Why be Concerned about IoT?
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Scholars and social observers and pessimists have doubts about the
promises of the ubiquitous computing revolution, in the areas as:

▪ Privacy
▪ Security
▪ Autonomy and Control
▪ Social control
▪ Political manipulation
▪ Environmental impact
▪ Influences human moral decision making

Criticisms and Controversies of IoT
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Threat vs. 
Opportunity

• If misunderstood and 
misconfigured, IoT poses risk 
to our data, privacy, and 
safety

• If understood and secured, 
IoT will enhance 
communications, lifestyle, 
and delivery of services
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What Is Machine Learning 
(ML)?
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16For detailed discussion of this (with examples) see: https://a2r-lab.org/files/CS249_F20_Slides.pdf 
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https://a2r-lab.org/files/CS249_F20_Slides.pdf
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Applications of Machine Learning

17Source: https://swisscognitive.ch/2021/03/18/applications-of-machine-learning 

Image Classification
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https://swisscognitive.ch/2021/03/18/applications-of-machine-learning
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Photos Live Video

Object Detection
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Pose Estimation 
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Dedicated ML Application examples

• Image Classification

•Object Detection 

•Pose Estimation

•Voice Recognition

•Gesture Recognition

•Anomaly Detection

•Natural Language Processing (NLP)
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Dedicated TinyML Application Examples

• Image Classification   (Camera)

•Object Detection 

•Pose Estimation

•Voice Recognition      (Microphone)

•Gesture Recognition  (Accelerometer)

•Anomaly Detection

•Natural Language Processing (NLP)

( || )

( || )
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IoT 1.0: Internet of Things
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IoT 2.0: Intelligence on Things
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IoT 2.0: Intelligence on Things
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Challenges:
Bandwidth
Reliability
Latency
Privacy
Energy
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Deep Learning
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For detailed discussion of this (with examples) see:
https://a2r-lab.org/files/CS249_F20_Slides.pdf
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"Deep Learning automates the design and interactions of features by 
constructing deep networks of nonlinearly activated, connected neurons"
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The Rise of Deep Learning: AlexNet
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From Deep Learning to TinyML
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How Can We Compress Things? Pruning and Quantization
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How Can We Compress Things? Pruning and Quantization
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What Is TinyML?
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What is Tiny Machine Learning 
(TinyML)?
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TinyML Fastest-growing field of 
ML

Algorithms, hardware, 
software

Low power consumption

On-device sensor 
analytics

Always-on ML

Battery-operated
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Source: ABI Research: TinyML
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Applications of TinyML
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For examples see:
https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2022.1/blob/main/00_Curse_Folder/1_Fundamentals/Class_01/IESTI01_TinyML_class_1.pdf 
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https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2022.1/blob/main/00_Curse_Folder/1_Fundamentals/Class_01/IESTI01_TinyML_class_1.pdf
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TinyRL: Autonomous Navigation on Nano 
Drone

47

[ICRA’21] [IROS’21]

Motion Sensors
Gyroscope, radar, 

magnetometer, 
accelerator 

Environmental 
Sensors

Temperature, 
Humidity, Pressure, 

IR, etc.

Touchscreen 
Sensors

Capacitive, IR

Image Sensors
Thermal, Image

Biometric Sensors
Fingerprint, Heart 

rate, etc.

TinyML Is All About Sensor Data Intelligence
Endpoints Have Sensors, Tons of Sensors
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Rotation Sensors
Encoders

Force Sensors
Pressure, Strain

Acoustic Sensors
Ultrasonic, 

Microphones, 
Geophones, 
Vibrometers

...
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http://www.youtube.com/watch?v=wmVKbX7MOnU
http://www.youtube.com/watch?v=hj_SBSpK5qg
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5 Quintillion
bytes of data produced 

every day by IoT

Source: Harvard Business Review, What’s Your Data Strategy?, April 18, 2017
Cisco, Internet of Things (IoT) Data Continues to Explode Exponentially. 
Who Is Using That Data and How?, Feb 5, 2018

<1%
of unstructured data is 
analyzed or used at all

No Good Data Left Behind
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Market Forecast
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Source: ABI Research: TinyML
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https://hbr.org/webinar/2017/04/whats-your-data-strategy
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
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>250 Billion
MCUs today
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Board MCU / ASIC Clock Memory Sensors Radio

Himax
WE-I Plus EVB

HX6537-A
32-bit EM9D DSP

400 MHz 2MB flash
2MB RAM

Accelerometer, Mic, 
Camera None

Arduino
Nano 33 BLE Sense

32-bit
nRF52840 64 MHz 1MB flash

256kB RAM

Mic, IMU, Temp, 
Humidity, Gesture, 

Pressure, Proximity, 
Brightness, Color

BLE

SparkFun
Edge 2

32-bit
ArtemisV1 48 MHz 1MB flash

384kB RAM
Accelerometer, Mic, 

Camera BLE

Espressif
EYE

32-bit
ESP32-D0WD 240 MHz 4MB flash

520kB RAM
Mic, Camera WiFi, BLE
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TF Micro

SoftwareHardware

Micro

CPU

GPU DSP

NPU Memory Power

Heterogeneity Resource Constraints

malloc ...

Missing Library 
Features

Limited Operating 
System Support

Challenges
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Micro

Himax
WE-I Plus EVB

SparkFun
Edge 2

Espressif
EYE

Arduino
BLE Sense 33

...

...
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Final Notes

•This is a rapidly changing field! 

• If you take a break of a few months from it, you will 
have a lot of catch up to do.

•Expect changes, differences from TextBook, and 
often “upgrades”!

60

● A previous edition of this course was developed in collaboration with Dr. Susan C. 

Schneider of Marquette University.

● We are very grateful and thank all the following professors, researchers, and practitioners 

for jump-starting courses on TinyML and for sharing their teaching materials:

Credits
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● Prof. Marcelo Rovai - TinyML - Machine Learning for Embedding Devices, UNIFEI

○ https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2022.1 

● Prof. Vijay Janapa Reddi - CS249r: Tiny Machine Learning, Applied Machine Learning on Embedded IoT 

Devices, Harvard 

○ https://sites.google.com/g.harvard.edu/tinyml/home

● Prof. Rahul Mangharam – ESE3600: Tiny Machine Learning, Univ. of Pennsylvania

○ https://tinyml.seas.upenn.edu/# 

● Prof. Brian Plancher - Harvard CS249r: Tiny Machine Learning (TinyML), Barnard College, Columbia 

University

○ https://a2r-lab.org/courses/cs249r_tinyml/
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https://sites.google.com/g.harvard.edu/tinyml/home
https://tinyml.seas.upenn.edu/
https://a2r-lab.org/courses/cs249r_tinyml/
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● Additional references from where information and other teaching materials were gathered 

include:

References 
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● Applications & Deploy textbook: “TinyML” by Pete Warden, Daniel Situnayake

○ https://www.oreilly.com/library/view/tinyml/9781492052036/ 

● Deploy textbook “TinyML Cookbook” by Gian Marco Iodice 

○ https://github.com/PacktPublishing/TinyML-Cookbook 

● Jason Brownlee

○ https://machinelearningmastery.com/ 

● TinyMLedu

○ https://tinyml.seas.harvard.edu/ 

● Professional Certificate in Tiny Machine Learning (TinyML) – edX/Harvard

○ https://www.edx.org/professional-certificate/harvardx-tiny-machine-learning 

● Introduction to Embedded Machine Learning - Coursera/Edge Impulse

○ https://www.coursera.org/learn/introduction-to-embedded-machine-learning 

● Computer Vision with Embedded Machine Learning - Coursera/Edge Impulse

○ https://www.coursera.org/learn/computer-vision-with-embedded-machine-learning 
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